Alan Waggott

PROFILE

Senior Cyber Security and Data Protection Leader with 25+ years’ experience delivering enterprise-scale security,
data protection and compliance programmes across global, regulated organisations. Proven specialist in
Data-In-Motion, Data-At-Rest and Data-At-Use controls, with deep hands-on expertise in Microsoft Purview,
Varonis, Netskope, Zscaler, Symantec and Forcepoint.

Highly experienced in embedding regulatory compliance, governance and audit readiness into real-world security

architectures, ensuring alignment with GDPR, PCI-DSS, ISO 27001 and NIST frameworks. Trusted advisor to C-level

stakeholders, combining strong technical authority, leadership and commercial insight to reduce risk while enabling
business outcomes.

KEY SKILLS

e Data Security Strategy & Architecture

e Regulatory Compliance & Governance

e Data Loss Prevention (DIM, DAR, DIU)

e Microsoft Purview (DLP & Information Protection)
e Varonis Data Classification

e Netskope & Zscaler (DLP, CASB, RBI)

e Data Classification & Information Governance
e Cloud Security (Azure, AWS, GCP)

e GDPR, PCI-DSS, ISO 27001, NIST CSF

e Risk Assessment & Threat Modelling

e Audit Support & Control Evidence

e Executive & Stakeholder Engagement

e Team Leadership & Mentoring

SECURITY COMPLIANCE & GOVERNANCE

e GDPR & UK Data Protection Act

e PCI-DSS (audit ownership and remediation)

e |SO/IEC 27001 & 27002 (control alignment)

e NIST Cybersecurity Framework (CSF)

e NIST SP 800 family (foundational exposure)

e Privacy-by-Design & Secure-by-Design Principles

e Data Governance & Information Lifecycle Management
e Control Mapping, Risk Assessments & Audit Readiness
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CAREER HIGHLIGHTS

e Delivered compliant, enterprise data security programmes across insurance and global shipping
organisations

e Designed and implemented DLP solutions aligned to GDPR, ISO and internal risk standards

e Regularly supported audits, regulatory reviews and governance forums

e Advised executive leadership on data security risk, compliance posture and remediation strategy

e Built and led high-performing data security engineering teams

PROFESSIONAL EXPERIENCE

Cyber Security Lead — Data Security
QBE UK Limited | Jan 2025 — Present

Lead enterprise data security initiatives supporting the organisational strategy to mature data protection,
governance and regulatory compliance across multiple regions.

Key achievements and responsibilities:

e Lead delivery of compliant Data-In-Motion, Data-At-Rest and Endpoint DLP controls
e Ensure alignment of data protection capabilities with GDPR, internal governance and regulatory
expectations
e Own enterprise data classification and discovery programmes to improve visibility and risk management
e Manage audit-ready controls, technical documentation and evidence
e Act as senior interface across Cyber Security, Risk, Legal and Compliance
e Lead and develop a data security engineering team, improving maturity and consistency
e Own and operate:
o Microsoft Purview DLP (Email & Endpoint)
o Netskope DLP (Web) and CASB (DIU)
o Varonis Data Classification (DAR)

Enterprise Security Architect — Data Security

Maersk Line Limited | Aug 2024 —Jan 2025

Worked at enterprise level to design secure, compliant and scalable data security architectures supporting global
digital transformation initiatives.

Key achievements and responsibilities:

e Designed enterprise data security architectures aligned to ISO 27001 and NIST CSF

e Embedded compliance and privacy-by-design principles into cloud and enterprise platforms
e Led data governance and classification strategies across global environments

e Supported regulatory audits, risk assessments and security assurance activities

o Defined standards for encryption, access control and data protection

e Acted as trusted advisor to C-level and senior stakeholders
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Senior Cyber Engineering Manager — Data Security & Information Protection

Maersk Line Limited | 2022 — 2024

Originally recruited as a Senior Cyber Engineer, promoted to Engineering Manager after defining and demonstrating

improved approaches to enterprise data protection and governance.
Key achievements and responsibilities:

e Led the Data Security & Information Protection (DSIP) engineering team
e Implemented enterprise DLP controls aligned to corporate risk and compliance frameworks
e Delivered executive-level presentations demonstrating risk reduction and control maturity
e Owned and operated enterprise platforms including:

o Trend Micro DLP (Data-At-Rest)

o Microsoft Purview DLP (Email)

o Zscaler DLP, CASB (DIU) and Remote Browser Isolation
e Owned data classification strategy and implementation
e Supported audit and assurance activities through structured documentation and evidence
e Mentored and upskilled engineers to improve delivery quality

Senior Technical Security Consultant & IT Manager

Protirus UK Limited | 2018 — 2022

Delivered enterprise security consultancy services across multi-national customers in regulated and complex
environments.

Key achievements and responsibilities:

e Delivered security architecture, design and implementation engagements

e Acted as senior escalation point for strategic clients

e Supported governance, risk and compliance considerations within solution designs

e  Worked closely with programme and project managers under Agile and Prince2 governance
e Managed internal IT infrastructure and security operations

Systems & Security Manager
Education Organisation | 2013 — 2018

Key achievements and responsibilities:

e Owned PCI-DSS compliance, audit preparation and remediation

e Designed and implemented security policies aligned to ISO and NIST principles
e Delivered infrastructure, network and disaster recovery solutions

e Managed security incidents, risk and regulatory obligations

e Controlled IT budgets, vendors and project delivery
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TECHNICAL ENVIRONMENT (SUMMARY)

Windows Server and Linux (CentOS, RHEL, Ubuntu, Kali); Azure AD and on-prem AD; Exchange, DNS, DHCP, Group
Policy; VMware and Hyper-V; Azure, AWS, GCP; PowerShell and Bash; Check Point and WatchGuard firewalls. Proven
experience operating in ISO- and NIST-aligned regulated environments.

CERTIFICATIONS

e Symantec Certified Specialist — DLP Administration (15.0)
e Forcepoint Certified DLP System Engineer

e Forcepoint Certified DLP Administrator

e ISACA CISA — Formal Training Completed (Not Certified)
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